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About

Â¢Ƙƛǎ ƛǎ ǘƘŜ ǎŜŎƻƴŘ ǇŀǊǘ ƻŦ άǎŜŎǳǊŜ [ƛƴǳȄέ 
session.

Â Focused on our work, TOMOYO Linux.

Â¢hah¸h ǇǊƻǾƛŘŜǎ άǇǊŀƎƳŀǘƛŎ ŀƴŘ 
ƳŀƴŀƎŜŀōƭŜέ ǎŜŎǳǊƛǘȅΦ

Â[ŜǘΩǎ ƎŜǘ ǎǘŀǊǘŜŘΗ
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²ƘŀǘΩǎ ¢hah¸hLinux?

ÂA MAC extension for Linux kernel.

ÂOther ones: SELinux, Smack, AppArmor

Â TOMOYO Linuxis NOT a Linux distribution.

ÂDeveloped by NTT DATA CORPORATION.

Â Freely available under GPL since Nov, 2005.

Â TOMOYO hooks various system calls and check 
whether the request is correct or incorrect.
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Normal Linux

Kernel
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TOMOYO Linux

Kernel

TOMOYOLinux

OK?
not OK?

2008/11/21

User

ApplicationApplicationApplication

5/24



Policy

ÂRule book for judging OK/not OK.
ÂList of permissions for each context.

Â The most significant configuration of MAC.

Â In case of TOMOYO,
ÂSubject: process.

Âdiscriminated by its invocation history.

ÂObject: file, network, capability, etc.

ÂLΩƭƭ ǎƘƻǿ ȅƻǳ ǎƻƳŜ ŜȄŀƳǇƭŜǎ ƭŀǘŜǊΦ
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Pragmatic and manageable?

Â Three features of TOMOYO Linux.

ÂReadable and understandable policy.

ÂAutomatic policy learning mode.

Â Interactive judging in enforcing mode.
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Readable and understandable policy

Â /bin/bash executed by /usr/sbin/sshd

Âmay execute /bin/ls

Âmay read /home/takedakn/.bashrc

Âmay read and write 
/home/takedakn/.bash_history .
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<kernel> /usr/sbin/sshd /bin/bash
allow_execute    /bin/ls
allow_read /home/takedakn/.bashrc
allow_read/write /home/takedakn/.bash_history
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Readable and understandable policy
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Â /usr/sbin/httpd
Âmay read /var/www/html/* and /etc/ httpd/*.conf and 

/usr/lib/ httpd/modules/*.so
Âmay write /var/log/httpd/*_log
Âmay create and unlink /var/run/httpd.pid
Âmay bind and listen 192.168.1.128:80
Âmay accept connections from 192.168.0.0/16:1024-65535 .

<kernel> /usr/sbin/ httpd
allow_read    / var /www/html/ \ *
allow_read    /etc/ httpd / \ *.conf
allow_read    /usr/lib/ httpd /modules/ \ *.so
allow_write   / var /log/ httpd / \ *_log
allow_create  / var /run/httpd.pid
allow_unlink  / var /run/httpd.pid
allow_network TCP bind   192.168.1.128 80
allow_network TCP listen 192.168.1.128 80
allow_network TCP accept 192.168.0.0 - 192.168.255.255 1024 - 65535
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Readable and understandable policy

ÂLǘΩǎ Ŝŀǎȅ ǘƻ ǊŜŀŘΣ ƛǎƴΩǘ ƛǘΚ J

Â Then, is it easy to write?

Âƴƻǘ ŘƛŦŦƛŎǳƭǘΣ ōǳǘΧ

ÂLǘΩǎ ŀ Ǉŀƛƴ ǘƻ ǿǊƛǘŜ ŦǊƻƳ ǎŎǊŀǘŎƘΦ L

ČAutomatic policy learning
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Automatic policy learning

ÂSeeing is believing.
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Automatic policy learning

ÂA kind of access analysis.

ÂYou can understand your Linux deeply by 
browsing learned policy.

Âά¦ƴŘŜǊǎǘŀƴŘƛƴƎ ƛǎ ǇǊƻǘŜŎǘƛƴƎΦέ
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TOMOYO workflow

ÂSet learning mode.

Â Just use your Linux.

Â Tune policy.

ÂUse wildcard and address/port range.

ÂSet permissive mode.

ÂtƻƭƛŎȅ Ǿƛƻƭŀǘƛƻƴ ǿƻƴΩǘ ōŜ ŘŜƴƛŜŘΣ ōǳǘ ōŜ ǊŜǇƻǊǘŜŘΦ

ÂUse your Linux and watch report.

ÂSet enforcing mode!
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People say

ÂάLǘ ǎƻǳƴŘǎ ƎǊŜŀǘΣ ōǳǘ ǘƘŜ ƭŀŎƪ ƻŦ ǇŜǊƳƛǎǎƛƻƴ 
ŎŀǳǎŜǎ ǘǊƻǳōƭŜΣ ŘƻŜǎƴΩǘ ƛǘΚέ

ÂYes, it does. L

Â¢ƘŀǘΩǎ ǘƘŜ ǿŀȅ a!/ ƛǎΦ

ÂHowever, TOMOYO supports you even in 
enforcing mode.

ČInteractive judging
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Interactive judging

ÂHaveyou ever seen this?
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Interactive judging

ÂSeeing is believing.
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Interactive judging

ÂYou can choose {deny, allow, allow&learn} for 
policy violation in enforcing mode.

Âdeny: deny this request.

Âallow: allow this request (ask me again next time).

Âallow&learn: allow this request and add it into 
ǇƻƭƛŎȅ όƛΦŜΦ ŘƻƴΩǘ ŀǎƪ ƳŜ ŀƎŀƛƴύΦ

ÂEspecially suits in system update.
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Pragmatic and manageable security

Â TOMOYO is NOT for

ÂSecurity wizard.

Â TOMOYO is for

ÂAveragely experienced Linux administrator.
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Possibilities of TOMOYO

ÂSecurity.

ÂOf course. J

ÂApplication development and debugging.

ÂTOMOYO can visualize the behavior of application.

ÂEducation.

ÂάIƻǿ ŘƻŜǎ Ƴȅ [ƛƴǳȄ ǿƻǊƪΚέ

ÂYou can understand your Linux deeply.
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Installation

ÂDownload and install kernel package.

ÂFor Red Hat (CentOS), SUSE, Ubuntu, Fedora, 
Debian.

ÂDownload and install tools package.

ÂFor Red Hat (CentOS), SUSE, Ubuntu, Fedora, 
Debian, Mandriva, Turbolinux.

ÂRun /usr/lib/ccs/init_policy.sh .

ÂReboot!
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Easier way to try

Â LiveCD available.

ÂBased on Ubuntu, CentOS.
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