FreedomHEC Taipei 2008

TOMOYO Linux:;

pragmatic and manageable security for Linux

Kentaro Takeda

takedakn@nttdata.co.jp
NTT DATA CORPORATION

TOMOYO s a registered trademark of NTT DATA CORPORATION i
Linux is a trademark of Linus Torvalc
Red Hat is a registered trademark of Red Hat,
SUSE is a registered trademark of Novell,
Ubuntu is a registered trademark of Canonical, L
Mandriva is a registered trademark of Mandriva, Ir
2008/11/21 Turbolinux is a registered trademark of Turbolinux, |
Other names and trademarks are the property of their respective own



About
¢cKAa A& (0KS aSO2yR LI
sSession.
Focused on our work, TOMOYO Linux.
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A MAC extension for Linux kernel.
Other ones: SELInux, Smack, AppArmor

TOMOYO Linug NOT a Linux distribution.
Developed by NTT DATA CORPORATION.
Freely available under GPL since Nov, 2005.

TOMOYO hooks various system calls and che
whether the request Is correct or incorrect.
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Policy

Rule book for judging OK/not OK ;'CE«’Z,
List of permissions for each contexti&=m

The most significant configuration of MAC.

In case of TOMOYO,

Subject: process.
discriminated by its invocation history.

Object: file, network, capabillity, etc.
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Pragmatic and manageable?

Three features of TOMOYOQO LInux.

Readable and understandable policy.
Automatic policy learning mode.
Interactive judging in enforcing mode.
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Readable and understandable polic

/bin/bash executed by /usr/sbin/sshd
may execute /bin/ls
may read /home/takedakn/.bashrc

may read and write
/home/takedakn/.bash_history .
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Readable and understandable polic

/usr/sbin/httpd

may read Yarrwww/html/* and /etc/ httpd/*.conf and
/usr/lib/ httpd/modules/*.so

may write Marlog/httpd/* log

may create and unlinkvar/run/nttpd.pid

may bind and listen 192.168.1.128:80

may accept connections from 192.168.0.0/16:1655635 .
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Readable and understandable polic
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Then, Is it easy to write?
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C Automatic policy learning
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Automatic policy learning

Seeing Is believing.
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Automatic policy learning

A kind of access analysis.

You can understand your Linux deeply by
browsing learned policy.
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TOMOYO workflow

Just use your Linux.
Tune policy.
Use wildcard and address/port range.
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Use your Linux and watch report.
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People say
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Yes, it doed.
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However, TOMOYO supports you even in

enforcing mode.
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C Interactive judging

2008/11/21 14/24



Interactive judging

Haveyou ever seen this?

K ]

"= Windows Security Alert

To help protect your computer, Windows Firewall haz blocked
some Features of thiz program.

Do you want to keep blocking this program?

Files and Settingz Transfer Wizard

;. Microzoft Corporation
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Interactive judging

Seeing Is believing.
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Interactive judging

You can choose {deny, allow, allow&learn} for
policy violation in enforcing mode.

deny: deny this request.
allow: allow this request (ask me again next time).

allowé&learn: allow this request and add it into
LI2f A0&8 OADPSDd R2Y QU | aj

Especially suits in system update.
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Pragmatic and manageable security

TOMOYO i1s NOT for
Security wizard.

TOMOYO is for
Averagely experienced Linux administrator.
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Possibilities of TOMOYO

Security.
Of courseJ

Application development and debugging.
TOMOYO can visualize the behavior of applicatior

Education.
a1 26 R2Sa Yé [AY
You can understand your Linux deep
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Installation

Download and install kernel package.

For Red Hat (CentOS), SUSE, Ubuntu, Fedora,
Debian.

Download and install tools package.

For Red Hat (CentOS), SUSE, Ubuntu, Fedora,
Debian, Mandriva, Turbolinux.

Run /usr/lib/ccs/init_policy.sh .
Reboot!
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LiveCD avallable.
Based on Ubuntu, CentOS

ubuntu@ubuntu: ~

#1 SMP Thu Jun 11:21:20

TOMOYO Linux LiveCD Tutorial

TOMOYO Linux Polic) a

ST

T ckernel>. . .

Easier way to try

X Ibilla Firefox

586 GNU/Linux html

JETrmmnal;

TOMOYO Linux
Tutorial

®

TOMOYO Linux:
Vebsite

& Terminal
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/etc/init.d/acpi-support
/bin/sed
fetc/acpi/power.sh
/bin/grep
/sbin/on ac_power
/bin/grep
/sbin/acpl available
Jusr/sbin/invoke-rc.d
/bin/ls
/bin/sed
/etc/init.d/anacron (
/sbin/runlevel
Jusr/bin/xargs
/bin/echo
/sbin/usplash write
/usr/bin/expr
Jusr/bin/tput
Jusr/sbin/dmidecode
Jetc/init.d/acpid
/bin/cat
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