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v (Tamperproof)

@ SELinux, Smack, TOMOYO Linux
@ LSM =

(Always-Invoked)
(Small-Enough)




Hoﬁa Subject, Object, Action

@

@ UNIX

(Subject)

(Object)

(Action)

-rw-r--r—-. 2 root root 205 2009-06-07 22:46

Owner Group Oth

e
Action

2 Subject Object
Object .
_ /home/* /etc/hosts /var/www/html/* /var/lib/pgsql/*
Subject
(read, write) (read) ) )
(read,write) (read,write) (read, write) )
Apache/web (-) (read) (read) )
PostgreSQL ) (read) ) (read,write)
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gwcyu ~]$ Is -1 memo.txt
-rw-r--r--. 1 |kaigai/ users 1882 2009-06-29 17:27 memo.txt
[kaigai@ayu ~]$ cat memo.txt

etc...

-
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rt-stop
D T

~daemon /usr/sbin/gdm /etc/gdm/Xsession
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CNAME
LG NUMER
T ckernel
G TELEP

G TIME

ac power

57 (8)
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e instal |l _module;

b dat
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3 Object

Q Inode

@ open(2)
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bind-mount namespace

1:1

inode
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Audit-Log

@ SE-PostgreSQL  XACE/SELinux

@ Named object
allow_select database.schema.table.column

a (11 77
@ sshd telnetd
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